
Cyber Survivability 
for Local 
Government

Zoom webinar technical tips
• Plug your device into a power source
• Connect your device directly into your internet connection instead of using wireless 

to avoid audio and video quality issues and interruptions
• You can submit questions for the speaker via the Q&A feature
• Please use the Zoom chat feature for any technical issues or questions

Select Chat, type your question or 
comment into chat pane, and hit Enter.

Select Q&A, type your question in 
the Q&A pane and hit Enter



Disclaimer

Disclaimer: The information contained in this presentation is for 
general educational purposes only and is not intended to be legal 
advice. Please consult legal counsel for advice about specific questions.
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Also, This
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The Infrastructure Bill ``(j) Limitations on Uses of Funds.-- ``(1) In general.--
Any entity that receives funds from a grant under this 
section may not use the grant-- ``(A) to supplant State 
or local funds; ``(B) for any recipient cost-sharing 
contribution; ``(C) to pay a ransom; ``(D) for 
recreational or social purposes; or ``(E) for any purpose 
that does not address cybersecurity risks or 
cybersecurity threats on information systems owned or 
operated by, or on behalf of, the eligible entity that 
receives the grant or a local government within the 
jurisdiction of the eligible entity.

``(i) Review of Plans.-- ``(1) Review as condition 
of grant.–
``(A) In general.--Subject to paragraph (3), before 
an eligible entity may receive a grant under this 
section, the Secretary, acting through the 
Director, shall-- ``(i) review the Cybersecurity 
Plan of the eligible entity, including any revised 
Cybersecurity Plans of the eligible entity; and 
``(ii) determine that the Cybersecurity Plan 
reviewed under clause (i) satisfies the 
requirements under paragraph (2). ``(B) Duration of 
determination.--In the case of a determination 
under subparagraph (A)(ii) that a Cybersecurity 
Plan satisfies the requirements under paragraph 
(2), the determination shall be effective for the 
2-year period beginning on the date of the 
determination. 



Creating That Plan

Determine whether 
outcomes are currently 
being met

If not, denote the 
disposition and 
corrective action 
required

Determine how the 
“fix” will be resourced: 
internally, use of 
professional services, 
capital purchase

Assess, Resource, Prioritize



• Someone in the organization must be accountable for 
ensuring that required activities are occurring

• Annual requirements may be performed by professional 
services – estimate costs

• Make sure that governance activities are included for 
communicating risks to executive management

Governance and Management

What Insurance Companies Want
1. Follow the NIST Cybersecurity 

Framework
2. Engage External Expertise
3. Have Demonstrably Secure Backups
4. Have 24/7 Monitoring
5. Use Proactive Defense
6. Multi-Factor Authentication is a Must
7. Staff Cyber Security Awareness 

Training
8. Deploy Endpoint Protection
9. Vulnerability Management
10.Documented Incident Response Plans

A compendium of information 
provided by Aon/Stroz-
Friedberg and communicating 
with our customers on their 
challenges



For Small Jurisdictions – PISCES 

• Public Infrastructure Security Cyber Education System
• No cost for local governments sub-150 employees
• 2 or 3-year contract, renewable
• Metadata and IDS alerts extracted from the network – no 

content
• Students at 5 universities evaluate and investigate alerts
• Oversight Analyst and Community Liaison for reporting
• Expanding into Colorado, then 2 other states



Walla Walla County, WA

Wenatchee, WA

•

Upcoming Training



24x7 Managed Detection & Response Strategic Program Development

Critical Insight Total Security Solutions

13 Point Assessment


