Office of the
. Washington
| State Auditor

Pat McCarthy

Bridging Communication Gaps:
How city councils can affect audits

AWC annual conference
June 21, 2023

Ann Strand, Program Manager for cities and Audit Manager for
Team Yakima

||||||||

Debbie Pennick, CPA, Assistant Director, Center for Government
Innovation




SAQ’s mission




About SAO

e ————
- ~
e S~

—"'
T

| e |

e m—
- ~

~. -
Sean -

State Auditor

e ————— e m—————
. ~~ - =~

Pat McCarthy .
o Audit
services

’

- ~—~a

-
~
R

Center for

! Performance State & local
! Government

& IT audit audit

Technical
support

S —————
- ~~
Se-e o

~
ST



Session overview

Type of audits we perform

- Overview of the audit process

« Council’s role in the audit process

- Reporting levels for audit issues

« Council’s role in addressing common recommendations

« Helpful resources from the Center for Government Innovation



Types of audits

2,566 audits July 1,2021 - June 30,2022

1,124

audits
79 findings

473

audits
117 findings

Accountability audits

Accountability audits determine
whether public funds are accounted
for and controls are in place to
protect public resources from loss,
misappropriation and abuse.

Federal audits

Federal audits determine whether
federal money is being used properly

according to federal regulations.

756

audits
72findings

11

investigations

Financial audits

Financial audits determine whether
the financial statements present an
accurate picture of a government’s

finances.

Fraud investigations

A fraud investigation results in a
written report if we find significant
misuse or theft of public money. We
identified $811,688 in misappropriat-
ed public funds and $176,724 in ques-
tionable transactions.



Audit process

Pre-Audit
Meeting

Report

Planning
Issuance

Audit

Process

Exit Entrance
Conference Conference

Pre-Exit

Conference Fieldwork




Council’s role in the audit process

Council responsibilities that auditors rely on:

Control :
. Risk o
environment Monitoring
. . assessment
& activities
* Organizational e Identify and * Review and
oversight evaluate internal approve voucher
. Adopt policies and external risks and payroll claims
procedures, and * Determine how e Approve contracts
internal controls risks should be on behalf of the
addressed and government

e Attend open public

meetings controlled * Review financial
e Establish the activity in relation
budget to the budget




Mayor/council’s role in the audit process

Working with the independent auditor:

Governance

Management

Independent
Auditor

Discuss risk assessment with auditors
Participate in key meetings

Support audit liaison

Follow up on audit recommendations

Mayor sign the management
representation letter (in mayor-
council form of government)

Become familiar with information
and resources available



Reporting levels for audit findings

Significant results that will be published in audit report

Management Important results that will appear in management letter
letter

\

\ Insignificant issues communicated to management




How city councils can help address
audit recommendations

- Attend exit conferences

 Fully understand recommendations
and ask questions

- Revisit associated policies or
consider creating new policies

« Consider whether employees need
additional training or resources

 Follow up with management about
the status of corrective action after
the exit conference
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What auditors look for with open
public meetings

Regular meetings:
- Minutes are adequately recorded and retained
< Quorum of governing body attends each meeting

- Official decisions and voting records recorded in
the minutes

- Approval of prior minutes, monthly claims and
payroll expenses
Special meetings:
- Advertising appropriately within 24 hours

« Business is only for the advertised purposes




What auditors look for with open
public meetings

Executive sessions:

« Purpose for excluding the public is clearly
documented and allowed by RCW

- Expected duration of the executive session
announced and documented in the regular minutes

- Actual time the governing body entered into
executive session and the time they returned to
regular session

- Governing body cannot return into regular
session until the expected duration has ended




Resources:

Open public
meetings

Center for Government

Innovation

JUNE 2023

The Open Public
Meetings Act

|
How it Appliesl’
Counties, and

Washington Cities,
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Top audit issues for cities

Most common:
1. Accounting and financial reporting
2. Federal grants
3. Procurement, bids, prevailing wage
4. Accounts payable disbursements

Less common: Restricted funds, cash receipting,
payroll/personnel, safeguarding of assets/property,
financial condition




Common audit issue: Financial reporting

How city councils can help:

- Provide resources so that employees receive
necessary training to do their jobs

- Establish effective policies and procedures over
the financial statement preparation process

- Review financial statement errors identified in
the prior audit recommendations

- Verify with management that an independent
person reviews the financial statements before
submitting the annual report




esources.

Financia
reportin

Center for Government

Innovation

Center for Government

Innovation

Internal Control Checklist for Cash Basis Preparers

Date of Review:

| completed by:

ey

st to review financial statements prepared in accordance with the Budgeting, Accaunting and Reporting System

(BARS) Cash Basis Manual. Complete this optional checkiist before filing your annual report with our Gffice.

dentify b it might
reflect maccurste informarion.

Category Jouestion [es [no[ n/a] comments
Joumal entries 3| vl ouml s complote,suppered e rvicad by semsonc tferthin e preparr LT T
n r—
ae based) resalaly?
Generatlecer .
reconllation Noe: sl ledger, uch

burk starement (BARS 3195

Tave e general ledger revenues been econiled (o (ol cash recerpts, 25 shown by banking or counly
treasurer records?

Centey for Government

' Innovation

oy gt et i

SR —— Checklist for Preparing Financial Statements following
s i o itz vt Generally Accepted Accounting Principles (GAAP)

. the preparer cf' 10 ensure they have been Ww:

Use this checklist, or pertions thereof, while preparing your financial statements. Customize the checklist to meet

BARS changes

Have siaffreviewed the “Overview of changes” in the BARS Manual s well as any BARS Alerts sent
s | outdungihesear

Note: 4

your needs or use it as a starting point to help you develop your own checklist.

Have appropriate staff atiended a recent BARS lining?

Question

[es [ no [n/A]

Comments

b close

9 | Note: Some opiions are an in~apth BARS Cash training at WFOA.org funder.
educatim) or our Office's BARS Cash Ty
Jiling ng-tramng-and-worksiops * ckarnings

Has management condiscted a risk assessment over fnancial reporting to identify
potential problem areas that might onal planing to address? Note:
sz the cell comment for 3 Link fo SAQ's Resource Library; scroll dovn to Snd
this resource: Financial Reporting Risk Assessment tool

Has management recently reviewed accounting policies and evaluated whether
any policy ded? Note: See cell for a related
SAO-sponsored resource.

Hava the appropriate staff involved in the preparation of fSxancial statements
reviewad the BARS Manual’s “Overview of Significant Changes” to ensure
changes have been implamented? Note: See cell comument fo sign up for BARS
change alerts.

-

Are implementation plans in place for accounting or reporting changes” Note: See
the cell comument for 3 link to SAQ's Resource Library; scroll down to find fhis
resource: Best Practices for Enplementing Accounting Standards

5 [Fave 2 task timeline, milestonzs, and finsl reporting deadline been established for

|the financial reporting prosess”

Has management evaluated the rasources available for financial reportng and
determine if additional resources are needed to mest preferrad timeframes or
deadlines”

Have financial staff taken sufficient training to maintain or build their knowledge
base in technical financial sccounting and raporting? [s additional fraining needed?

s the local zovernment using any accounting practices that do not conform to
GAAP? If so, have they been recently evalusted to assess materiality and whether

Updated January 2023
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Common audit issue: Federal grants

How city councils can help:

Provide resources so that employees
administering federal grant programs receive
adequate training

Stay informed of federal grant and loan funding
the city has received

Understand what the grant or loan funds are
allowed to be used for

When money is passed to a subrecipient, sure
city staff is monitoring the subrecipient’s
use of the funds




Resources:

Federal
grants blog

posts

Center for Government

Innovation

@ Office of the Washington State Auditor
- Pat McCarthy

Prepare for your Single Audit with SAD’s resources

Are you ready for a federal Single Audit? SAO offers resources to help you
avoid common audit issues

AUGUST 2, 2022

Navigating federal requirements and establishing controls in your government to ensure
compliance can be challenging—even for governments that routinely receive significant
amounts of federal dollars. That's why over the past year we've updated some of our
resources and published several articles on federal program requirements. With more
local governments potentially needing Single Audits over the next few years, SAQ’s blog
articles and resources can help you address potential internal control weaknesses early
to avoid audit issues. ... CONTINUE READING —

Avoid the most common federal Single Audit finding with these 10 tips

MAY 26, 2022

Several pieces of legislation are infusing significant amounts of federal funds into state
and local governments. When using federal funds, local governments must follow very
specific procurement requirements. SAQ identifies particularly risky areas to pay
attention to when you procure goods and services with federal funds. ... CONTINUE
READING —
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Common audit finding: Procurement

How city councils can help:
- Know the city’s bidding requirements
- Make sure the city’s policies are updated

- Discuss upcoming purchases/contracts and methods
of procuring these goods and services

- Before approving contracts, verify the city followed
appropriate bidding requirements

- When declaring sole source exemptions, make sure
that the exemption meets the state law requirement




Resources:

Procurement

Center for Government

Innovation
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Brought to you by the Center for Government Innovation, Center for
asetvice of the Office of the Washington State Auditor Government
82022 Innovation

Buying
" Bidding

Ensuring your government follows Washington purchasing laws

Best Practices
"rChange Orders

Biought 0 youby the Center for GovernmentInnovation,
‘aservice of the Offce of the Washingon State Audor

Septembar 2020

Updated August 2022

Center for
Government
Innovation

Is this Bidder .
Responsible? o

State Auditor
-

Evaluation checklist for public contracts

To qualify o be awarded a public contract, a bidder must be both
tesponsive and responsible:

= Aresponsive bidder is one that hus responded 10 allbid tems

this s faily stoaightiorward

- Aresponsible bidder is one that meets a set of
*responsibilty critera” a5 defined i state law
and this an be complex to evaluate

“To help you navigate whether your bidder meets the
vesponsibily citer, we have compled a checklist

may use to walk trough this evaluation
We have abio included answers to froquently asked
questions that we receive, We hape that you find
allof this information helpful in navigating this
challenging topic!

Apr 2021 How 1o Evaluste Responsiole Bidders | 1
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Resources:

Procurement

Center for Government

Innovation

Updated guidance:
Interlocal Agreement Act

does not apply to contracts
offered by the Washington
Department of Enterprise

Piggybacking Services.

under Washington State Law | 2 7/

Brought to you by the Center for Government Innovation, Center for
aservice of the Office of the Washington State Auditor Government

April 2023 Innovation

Updated April 2023
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Common audit findings: Disbursements,
payroll and electronic funds transfer (EFT)

How city councils can help:

 Closely review payroll and claims transactions
monthly at the regular council meetings

- Review budget to actual reports monthly

- Approve payroll contracts and contracts for
goods and services while keeping in mind conflict
of interest laws and available budget




Common audit findings: Disbursements,
payroll and electronic funds transfer (EFT)

How city councils can help (continued):

- Ensure city policies require:

o Staff to retain itemized invoices/receipts for all
purchases and EFTs

o Segregation of duties between:
o Those with access to perform EFTs and

o Those that review bank reconciliations




Fraud-prevention resource for elected
officials and appointed board members

The guide is organized into three sections:

- Preventing fraud: Includes tips to consider
when establishing a fraud policy and assessing
your risk

Trust, but
- Detecting fraud: Offers tips for improving your g verlfy: |
fraud-detection abilities, including a list of -\ G

three review strategies

- Responding to fraud: Provides guidance on
developing a fraud response plan,
communicating to the media and public, and
reporting known and suspected losses to SAO




New
Resources:

Electronic
payments

Center for Government

Innovation

Best Practices
for Sending
Wire Transfers

Wire transfers move money from
one bank account to another
almost instantaneously. They are
generally considered safe as long.
as the sender is confident the
transaction is valid, and the
wiring instructions are accurate.
In today’s environment, those
can be hefty assumptions.

Wire transfers are typically used

to transfer larger sums of maney,

and usually only for limited purposes
due to the higher transactional cost.
For example, governments might use
them to make investment purchases,
debt payments, o potentially to

purchase property.
Governments are increasingly using Automated Clearing
House (ACH) payments to pay employees and vendors,
August 2022 Best Practices for §| replacing more costly checks and warrants. These are

=« ACH Electronic

Center for
Government
Innovation

Center for
Government
Innovation

Best Practices for

Payments

electronic bank-to-bank payments processed in batches
through the ACH Network. They have their own unique

risks that are different from checks and
‘warrants, and these risks are too large
to ignore.

Today, bad actors target ACH transactions
using social engineering or by having
direct system access. In social engineering
schemes, bad actors may pose as vendors
to get employees to approve changes to
contact and/or bank accountinformation
in order to divert payments. Employees
and others with system access can also
perpetrate fraud, such as by adding
fictitious vendors or changing a

vendor’s bank account information to
their own or that of an accomplice.

September 2022 Best Practices for ACH Electronic Payments | 1
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Leadership

Leadership

Improve your payroll policies today!

coverevery topic per .
some ideas 0 ge you started.

Establish the rules for all employees
Wsim cup-t

Resources:

mainain to support salarie,
them. Designate who authorizes these key.
for the organization asa whole, fo each position
and for each employee.

+ Non-standard compensation - You policy
chould cover all types of compensation, even
those that are infrequent or only paid aut in
specific circumstances.

« Timekecping expectations - s impartant (0
address who is xpected  record time worked,
how it should be ecorded, and how twill be

Accounts
payable &

often struggle
with polcy. Take time 0 understand
lated and paid n your organization,

2 to your policy, and then make policy.

. P
correcting errors.

Payroll Guide

Improving your processes:
Tips for leaders, managers, supervisors
and payroll clerks

LosalRuls-and-Policies/Personnsl-Policy: Manualssps

Payroll Guide |4

oEVigell

g™, ‘Ccnter for Government
Innovation

Brought 5o pess by the Contes for Goveerment lsncvation,
a sarvice of the Washington State Ausior's Office

Farst achicn, Septemiber 3001 =

Accounts Payable Guide
Center for Government )
Improving your processes:

®
Innovation
and accounts payable clerks
gy, Ccnter for Government
& i
Innovation

Brought to poss by the Center for Govemement ksncation,
asarvice of the Washingten State Ausoe's Ofice

EE5E

Farst adkition, Novembar 2011 (O]




Know your city’s financial health

- Evaluate the city’s financial health regularly

- Understand the city’s financial resources
(i.e., revenues) and anticipated upcoming
expenses or projects when preparing the
budget

- Actively participate in financial discussions
at monthly board meetings

« Perform a detailed review of monthly claims
and verify that expenses will not exceed
approved budget




Resources:

Financial
Intelligence

Tool

&, Center for Governmen t
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Looking for tips to help manage your
government’s day-to-day business?

Accounts Fraud
payable & “ prevention
receivable

- Procurement
Cash. e ~ Public records &
receipting open meetings
Payroll = GAAP & Cash
Assets financial reporting

] _ Revenues &

Cybersecurity )

expenditures

Federal funds — Technology

SAOQO’s online Resource Library
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SAO's annual filing worksho

te Depanmem of Labor

affect their organ zation and em loyment ractices.
gani P! p

face a
Elected officials and their staff often

Two ways to sign up:

1. Via SAQ’s website at sao.wa.goy,
then click on the Audit

Connection blog at the top of the

page. Fill in your information in
the ribbon on the left.

2. Or scan this QR code with your
phone and fill in your information.

[=] 5% [m]
Subscribe to SAO’s e-newsletter

[=]



Smart governments know cyber
health is key. Talk to the Center
for Government Innovation about
a free checkup!

#BeCyberSmart

* Phone: 564-999-0818
* Email: center@sao.wa.gov
e Website: sao.wa.gov

PN
AN
NN



Why get a checkup?

The Center’s new checkups will help your government:

* Understand security safeguards and
why they’re important

* Begin building a cybersecurity
program or strengthen an existing one

* Rank the urgency of identified security
gaps and prioritize improvements

* Connect to free and low-cost
resources

sao.wa.gov/becybersmart



Questions



Contact information

Ann Strand
Ann.Strand@sao.wa.gov
(509) 454-7849

.........

Debbie Pennick, CPA
Center@sao.wa.gov
(564) 999-0818

Website: https://www.sao.wa.gov/
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